By Dan McGarry

A SOPHISTICATED FAKE EMAIL
message was sent toa number
of Government of Vanuat
email addresses within the
last week, according to a
warning circulated from the
Office of the Government
Chief Information Officer, or
OGO,

OGCLO is responsible for

government-wide [CT systems
and services, including
computer security.

The email bears a striking
resemblance to an earlier
notice circulated by the
OGCIO help desk, announcing
an upgrade of the Government
email system. The malicious
email, however, reveals itself
in its details. The FROM: field
contains an address that is

T

not in the .gov.vu domain,
and the TO: field is a GMail
address.

The main difference,
however, is that a line has
been inserted, telling the user
to complete their transition
to the new system by clicking
on a link, This link points to
a free web-hosting provider
known as wix.com. This
hosting service is commonly

used to run software exploits
because it allows users to set
up a website free of charge.
The Daily Post visited the
wix.com address and found
that the malicious website
had already been taken down.
Email users are reminded to
take several basic precautions
before responding to
MESSages:
B Verify the TO: and FROM:
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addresses, If the actual
email address is not visible,
place your mouse pointer
over the address, and
wait for the address to be
revealed.

W NEVER click links on a

security-related email
unless you specifically
requested the change.

B Hover your mouse pointer
over links before you click

oph|st|cated Spam Attack

them. If the address in the

tooltip is not the same as

the one printed, do not

click on it Report it to your

IT administrator,

Electronic scams and
malicious software infections
are common on the internet.
They take a number of
common forms:

LI 5tory continues on page 5
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The malicious emai elth conirasted with the lagivenate version {right). The altered sectons are highlighted.
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So-called 419 scams (sometimes
called Nigerian Prince scams):
These consist of a person asking
for assistance in transferring a
laryge stum of money: They claim
o need enongh money to pay
the rransfer fees before the
memey can be sent, The victim
sends the money, and never
hears from the scammer again,
Lottery scams: Similar to the
419 seam, this consists of o notice
thar the recipient has won a
lottery prize, and that they need
only to pay an administrative
fee belore the prize money is
transferved to them, The recent
P& bogus employment cmails
are a variaton on this scam,
‘Phishing’ scams: The email

cireulated to Government of
Vanuatu stall is a so-called
‘phishing' scam. It consists of
a near-perfect facsimile of a
legitimate email, wsed w entice
the user into clicking a link that
leads Lo malicious software.
This software is often used for
identity theft, logging keystrokes
to steal passwords, bank account
informaton and he like,

It is possible that the email
in question would have been
used in an attempt b HCCCss
Grovernment bank accounts and
resOUIces,

Virus and trojan horse scams:
An email with an attachment
containing malicious software is
sent, and the recipient is enticed
to open il using a number of

tardes, Commonly, the malicious
attachiment masquerades as a
natghiy or scandalous picture,
In some cases, the attachment is
aimed specifically at one person,
and the attachment is made to
Lok like a file the person was
expecling,

The latter tactic was used
as the first step in an awaclk on
Google's infrastructure in China
a fewr vears ago.

As a role of thumb, email
users are reminded that if @
message sounds too yood 1o be
true, it almost certainly is. Also,
security verification notices
{such as unscheduled password
wpdates and the like) are never
sent by email, precisely to avoid
this kind of siwation,




