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1.Purpose

The purpose of this guideline is to enable telecommunications industry participants
and other stakeholders to understand the way in which the Regulator administers
the Telecommunications, Radiocommunications and Broadcasting Regulation Act
(“the Act”) and fulfils its functions in relation to Internet of Things (“loT”) services
and Machine to Machine (M2M) applications.

2.Introductory comments

The Regulator takes the view that M2M applications are so related to loT services
that they can usefully be considered together for regulatory purposes.

The Regulator notes that some overseas regulatory agencies have considered it
appropriate to publish rules or guidelines on some only aspects of loT services and
M2M applications, such as, in the case of Ofcom in the United Kingdom, on the
reservation of radiofrequency spectrum, but not on other matters.

The Regulator considers that it is likely to be useful for TRBR staff, service providers
and other stakeholders to include all topics of regulatory relevance to loT services
and M2M applications in a single guideline. Individual topic-related instruments and
guidelines will be amended to reflect this guideline, when they are next reviewed.

3.Definitions

For the purpose of this guideline, the following words and phrases shall have the
meanings shown below:

e “Act” when used alone, and subject to the context, means the
Telecommunications, Radiocommunications and Broadcasting Act, No. 29 of
2009, as amended.

e “loT identifier” means an identifier which, in an loT environment, is used to
provide connectivity and association between physical objects and/or virtual
objects. [ITU-T F-748.1]

e “loT” means Internet of Things and refers to a network of physical devices,
vehicles, appliances, and other physical objects that are embedded with
sensors, software, and network connectivity, allowing them to collect and
share data. [Note that this definition is consistent with, but possibly more
descriptive than, the ITU definition: Internet of things [ITU-T Y.2060]: A global
infrastructure for the information society, enabling advanced services by
interconnecting (physical and virtual) things based on, existing and
evolving, interoperable information and communication technologies.]

JB



“loT device” means any sensor or other radiocommunications equipment
used or intended to be used for the provision of an loT service, that is,
devices that connect and exchange data with other devices and systems over
the internet. [Note that this definition is consistent with the ITU definition,
ITU-T Y.2606 A device is a piece of equipment with the mandatory capabilities
of communication and the optional capabilities of sensing, actuation, data
capture, data storage and data processing.]

“loT service” means an electronic communications service involving the
installation, commissioning, operation, and/or maintenance of an loT
network.

“M2M application” means Machine to Machine application, and refers to
technologies that allow systems to communicate with other devices of the
same type, and includes loT services.

“physical thing” is an object of the physical world that is capable of being
identified and integrated into the communication networks [ITU-T Y.2060]
“virtual thing” is an object of the information world that is capable of being
identified and integrated into a communication network, ITU-T Y.2060]

Words and phrases used in this guideline shall have the same meaning in the Act and

Regulations.

4.Services

loT services are telecommunications services within the meaning of the definition of

“telecommunications services” in Section 12 of the Act.

loT services have a broad range of current and developing uses. Some examples of
the applications are listed below:

Domestic household uses or ‘smart homes’: applications include remote
control of lighting, temperature, appliances and security

Security monitoring generally

Wearables: applications include fitness trackers, smart watches, health
monitors

Healthcare: applications include— remote patient monitoring, medication
dosage delivery and adherence

Agriculture: applications include livestock monitoring and remote feeding,
watering systems, maturity and harvesting monitoring

Industrial: applications include predictive maintenance and machine
monitoring and control

Supply chain management: applications include inventory monitoring,
shipment tracking and related delivery management



e Transportation: applications include connected vehicles and remote control,
remote diagnostics, and parking space management

e Energy management: applications include ‘smart grids’ optimising energy
distribution, managed energy consumption, and grid stabilisation

e Environmental monitoring: applications include air pollution and water
quality; covering monitoring , measurement and alarms in both cases

loT services may be provided using terrestrial mobile networks, fixed networks, or
satellite systems, or combinations of these.

5.Licensing

loT services are telecommunications services within the meaning of that term in
Section 12 of the Act.

Providers of loT services must therefore be licensed or be holders of an exception, as
required by Section 12 of the Act.

The Regulator has not created a separate licence (or exception) category in relation
to loT services. Therefore, an intending provider of loT services should apply for a
licence in the standard manner using the established applications forms and
following the established application procedures, as set out in the Act and in
Operator License Regulation Order No. 221 of 2023.

Eligibility to be issued with a licence for the provision of loT services is subject to the
same criteria as for any other operator or service provider licence.

Where an applicant intends to provide loT and/or M2M services, the Regulator will
specify those services in the licence document. This is shown in the sample licence
at Annex A to this guideline addresses. Where existing licensees intend to add loT
and/or M2M services to their menu of offerings, they should seek to have their
licence amended to include such services.

loT and M2M services may be provided using satellite networks or terrestrial
networks or both. The sample licence at Annex A permits the licence-holder to use
either or a mixture of both. The licence is therefore technology neutral in that
respect.

In accordance with the current practice of the TRBR, the Regulator intends to limit
the grant of exceptions under section 14 of the Act to those circumstance where
issuing a licence would be demonstrably not efficient or unnecessary. At the date of
this guideline, no exceptions in relation to the provision of loT and M2M services
have been sought or granted.



6.Numbering

loT devices need to be capable of being addressed within the network or system in
which they operate so that they can interrogated to provide data of the state that

they are monitoring, and to receive instructions remotely, etc. Electronic addresses
are not called service numbers in the case of loT devices; they are called identifiers.

The ITU has been working on loT identifier issues, and has made recommendations
in its ITU-T report dated October 2014 entitled Requirements and common
characteristics of the loT identifier for the IoT service Recommendation, ITU-T F.748.1.
The report notes:

“In the Internet, identifiers are categorized as follows:
— uniform resource identifier (URI),

— fully qualified domain names,

—IPv4 address, IPv6 address.

URIs are widely used as generic identifiers. They can be resolved to an IP
address by DNS and enable interaction between resources over the Internet
using specific protocols (e.g., hypertext transfer protocol (HTTP)). Thus, if the
loT network infrastructure is realized by existing network technologies, such
as conventional transmission control protocol/Internet protocol (TCP/IP)
based networks, URIs can be used as a generic identifier of the loT.”

The ITU report indicates why IPv4 and IPv6 addresses cannot be used as loT
identifiers:

“IPv4/IPv6 addresses are not suitable as public identifiers because they are
used as routing identifiers in the Internet. Although IPv4/IPv6 addresses are
generic identifiers, there are not enough of them to accommodate numerous
devices in the loT (i.e., the exhaustion of identifiers can occur).”

Service providers in Vanuatu are currently operating primarily on IPv4 addressing.
On the basis of service provider feedback, the TRBR considers that, based on current
projections of the growth of loT devices in Vanuatu, IPv4 resources will remain
sufficient for the next 3 years or so. This situation will be monitored by TRBR.

Vanuatu's current numbering plan does not yet include specific provisions for 1oT or
M2M devices, or for the use of 15-digit MSISDN format addresses that are used in
some countries. It currently covers:

e Fixed and mobile telephony;

o Internet-based telecommunications services;



o Short codes (emergency and directory services);

° Value-added services and national information services;
o Premium rate and toll-free services;
° Reserved numbering blocks for future use.

The Regulator plans to review and update the National Numbering Guideline to
include a designated range or structure for loT and M2M services. This could involve
allocating a 15-digit MSISDN block (as per ITU-T E.164) to accommodate large-scale
device connectivity, especially for services that may require SIM-based
communication. This approach will ensure that numbering resources will not become
a barrier as l1oT deployments scale.

7.Approval of radiocommunications devices

Radiocommunications devices used for the delivery of loT and M2M services need to
be approved by the Regulator for sale and use in Vanuatu in the same way that other
radiocommunication devoices and equipment is approved via the existing Type
Approval Certification process. There are no special forms or procedures for loT and
M2M devices.

This approach is adequate and aligns with international best practice.

In future the Regulator may consider issuing supplementary guidance for importers
or service providers specifically outlining certification expectations for common loT
device types (e.g., trackers, sensors, gateways), if that becomes desirable or

necessary.

TRBR intends to adopt a light touch approach to approving the full range of
domestic. Industrial or agricultural appliances that may contain loT devices. In these
cases, given the low risk of rogue devices being imported, sold and deployed within
Vanuatu, and the potentially huge administrative task of requiring prior approval, the
TRBR will address cases as they arise and where there has been breach of laws and
regulations. The TRBR also reserves the right to conduct import and other spot
checks.

8.Spectrum

The issue of a licence permitting a service provider to provide l1oT and M2M services
does not include the award of radiofrequency spectrum capacity. The licensee must
make a separate application to the Regulator for spectrum, if the applicant proposes
to use licensed frequency bands. There are no special forms or procedures for loT
and M2M spectrum applications in such circumstances.
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loT applications may use frequency bands consistent with the Vanuatu
National Table of Frequency Allocation (NTFA) as the authoritative source.
The NTFA identifies license-exempt frequency bands (e.g., ISM bands) under
the General User Radio Licence (GURL) framework, which most loT and
Short-Range Devices (SRDs) utilize.

it is noted that:

e Many loT applications operate in shared, unlicensed spectrum (e.g.
433 MHz, 868 MHz, 2.4 GHz, 5.8 GHz ISM bands).

» GURL bands do not require an individual licence, reducing
administrative overhead for mass-market deployments,

¢ |TU World Radiocommunication Conference (WRC) decisions may
periodically amend the global/regional use of these bands, and these
changes will be incorporated into the NTFA.




Annex A: Sample Licence for provider of loT
and/or M2M services

GOVERNMENT OF THE REPUBLIC OF VANUATU
INDIVIDUAL SERVICE PROVIDER LICENCE

[Full Legal Name of Licensee]

In exercise of the powers conferred on me by Section 7 and Section 12 of the
Telecommunications, Radiocommunications, and Broadcasting Regulation Act
No0.30 as amended, (herewith referred to as “the Act”). | ....[name],
Telecommunications, Radiocommunications and Broadcasting Regulator (the
Regulator) hereby grant, [Full Legal Name of Licensee] (the Licensee), a
license in respect of the provision of the telecommunications services referred
to in clause 1 of the license, the period specified in clause 3 of this license,
and subject to the other terms and conditions specified in this license.

Made at Port Vila this day of [month, year]

The Telecommunications, Radiocommunications and Broadcasting
Regulator



1.  Scope of Licence

1.1

Authorisation

For the purpose of this licence, loT service using Satellite can be provided through
this individual Service Provider License granted by the Regulator, and including:

(@)

(b)

{c}

1.2
(a)

1.3

Operate VSAT, Earth station, constellation of Low Earth Orbit (LEO)
satellite and wireless wide area network technologies for the purpose of
providing 10T Services to the end users in Vanuatu;

provide any other telecommunications services that are supplementary,
including, backhaul links; and

For the purpose of this licence, telecommunications services do not
include broadcasting services.

Licence to operate telecommunications facilities

This Licence authorizes the Licensee to construct and operate all
telecommunications apparatus or facilities that are used to provide the
telecommunications services referred to in clause 1.1 in accordance with
this Licence; and

Where radio spectrum is required to construct and operate these
telecommunications apparatus or facilities, then the Licensee shall apply
to the Regulator for the grant of right to use that radio spectrum.

Non-exclusive license

This License is granted to the Licensee on a non-exclusive basis.

2. Interpretation

Words and phrases used in this Licence shall have the same meaning as in the Act,
and in regulations and other regulatory instruments made pursuant to the Act. In the
event that there are any discrepancies between the contents of this License and the
contents of the Act, the Act will prevail. Subject to the above, the following terms
shall have the meanings shown for the purposes of this Licence:

“loT” means Internet of Things and refers to a network of physical devices,
vehicles, appliances, and other physical objects that are embedded with
sensors, software, and network connectivity, allowing them to collect and
share data.

“loT device” means any sensor or other radiocommunications equipment
used or intended to be used for the provision of an ioT service, that is,
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devices that connect and exchange data with other devices and systems
over the internet.

o “loT service” means an electronic communications service involving the
installation, commissioning, operation and/or maintenance of an loT
network.

3. Term

The term of this Licence shall be for 15 years from the date of issuance and the
provision of services is subject to Clause 5.1(a), which is capable of renewal after
having served the full term, subject to the conditions applicable at the time.

4. Licence Fees

The Licensee shall, within 20 Working Days following the end of each calendar
quarter after the date of this Licence, pay to the Regulator an amount of 2.25% of
Net Revenues for that calendar quarter. This amount is known in this Licence as the
Licence Fee.

For this license, “Net Revenues” shall have the same meaning as in the Act.

The amount, calculation, and payment dates of Licence Fees may be varied from
time to time by statutory or regulatory amendment in accordance with Section 15 of
the Act, and, if that occurs during the term of the Licence, then the Regulator will
advise the Licensee of the variations and amended conditions in writing with the
ability for consultation or appeal under the Act.

5. Conditions of Licence
5.1 This Licensee shall

(a) Comply with Sim Registration Regulation regular Sims including e-SIMs
are to be used with the loT devices, unless the devices do not use Sims;

(b) Comply with Data Protection & Privacy Act of the Republic of Vanuatu;

(c) Ensure that 10T devices imported comply with the TRBR Type Approval
and conform to Standards Regulations and approved international
standards;

(d) Protect user confidentiality, and must not disclose any end user
information except where required by the laws of the Republic of Vanuatu;

(e) Provide the Regulator with any information and data related to the services
provided upon request, as stipulated in section 8 of the Act.

(f) Comply with all, decisions, procedures and guidelines issued by the
Regulator; and
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(g) Comply with all the requirements and Laws of the Republic of Vanuatu,
including future amendments.

5.2  Failure to comply with the conditions of this Licence may lead to the
revocation or non-renewal of this Licence by the Regulator, in accordance with
Section 15 of the Act and/or subject to penalties stipulated in section 46 of the Act.

6. Interruption to the Service

6.1 Subject to the Force Majeure provisions in Clause 10 of this licence, the
licensee shail not intentionally interrupt or suspend the operation of its network
(international telecommunications) facilities (or any part) in the normal course of
business, without due notice in writing to the Reguiator and to advice to all of the
licensee’s customers.

7. Declaration of Conflict of Interest

(a) A Licensee shall declare to the Regulator its affiliation with any other
licensed operator, including, but not limited to, having Board members,
shareowners, corporate officers, and Senior Management as Board
members, shareowners, corporate officers, and Senior Management of
another licensed operator.

(b) The Regulator upon receipt of the declaration of the Licensee's affiliation
may make a decision to approval or decline the Licensee affiliation, and, if
the Regulator declines to accept the Licensee’s affiliation, the Licensee shall
take reasonable expeditious action to extinguish or cease the affiliation.

8.  Maintaining records and accounts

(a)

(b)

{c}

The Licensee shall always, at its principal place of business in
Vanuatu, make available accurate and up-to-date proper books of
account in accordance with international generally accepted
accounting principles (GAAP), Vanuatu law, and good business
practices.

All financial information submitted by the Licensee to the Regulator for
any purpose shall be prepared and presented in accordance with
GAAP or as the Regulator shall direct, provided that such direction
does not result in any unreasonable additional costs being incurred by
the Licensee.

Where the Licensee has multiple lines of business which include the
provision of services under this Licence and the provision of other
services and/or products, the Licensee shall, if so, required by the
Regulator.:
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i. keep separate books of account for the portion of the
Licensee’s business which relates to the provision of services
under this Licence; and

i. operate the portion of the Licensee’s business which relates to
the provision of services under this Licence out of a separate
bank account from the accounts of the other portion of the
lLicensee’s business,

to provide evidence of the costs and revenues for the provision of services under this
Licence and to comply with the obligations for making payments under this Licence.

9.  Reporting

9.1 The Regulator may require an audit of all of the Licensee’s accounts (or
where audited accounts are already to hand, seek a copy of such audited
accounts) in order to confirm that the payments made by the Licensee to the
Regulator are calculated in accordance with the terms of this Licence.

9.2 Where the Licensee fails fo comply with the requirements of clause 9, the
Regulator may calculate imputed revenue for the portion of the Licensee’s
business which relates to the provision of services under this Licence, and
calculate the Net Revenues owed by the Licensee under this Licence.

9.3 The Licensee shall provide to the Regulator its audited financial report in
relation to its business and operations authorized by this License annually after
the end of its financial year.

9.4 This License shall furnish the information on the type of Capacity of its
installation, the number of active subscribers and other customers, the number
and type of end-user connectivity, pending demand, QoS reports, traffic data of
each installation as well as the type and capacity of the transmission links owned
and taken on lease to Regulator quarterly

10. Force majeure

Subject to the other provisions of this license, if the Licensee fails to observe or
perform any of its obligations under this Licence, and such faiture shall have been
caused by reason of Force Majeure, such failure shall be deemed not to be a breach
of such obligation.

10.1  Meaning of Force Majeure
In this Licence, Force Majeure means any:
(a) act of God,;

(b) confiscation or expropriation;
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(c} embargo.

(d) public mains electricity supply failure;
(e) fire, flood or storm;

(f) explosion or nuclear accident;

(g) sabotage, revolution, riot, terrorism, act of war (whether declared or not) or
warlike operations;

(h) requirement or restriction of governmental authorities (but, for the
avoidance of doubt, not including any determination of the Regulator):

i. by which, or because of which, it is illegal for a party to observe
or perform an obligation under this Licence; or

i.  which frustrates the observance or performance of that
obligation;

(i) earthquake, landslide or volcanic eruption;
(i) epidemic or quarantine restriction; and
(k) strike, lockout, work stoppage or other labor hindrance;

in each case, beyond the reasonable control of the Licensee.

10.2 Circumstances where cannot claim benefit of Force Majeure.

The Licensee shall not be entitled to the benefit of the provisions of clause 10.1
under any or ail of the following circumstances:

(a) to the extent that the failure was caused by, or reasonably could have
been prevented if it were not for, the contributory negligence of the
Licensee;

{(b) to the extent that the failure was caused by, or reasonably could have
been prevented if it were not for, a failure or omission of the Licensee, and
the Licensee has failed to mitigate or remedy the event relied upon, and to
resume the observance or performance of the obligation, with reasonable
dispatch;

(c) the Licensee has failed to mitigate or remedy the event relied upon, and to
resume the observance or performance of the obligation, with reasonable
dispatch;

(d) if the failure was caused by, or reasonably could have been prevented if it
were not for, lack of funds of the Licensee or its group;
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(e) unless, as soon as possible after the happening of the event relied upon or
as soon as possible after determining that the event was in the nature of
Force Majeure and would affect the ability of the Licensee to observe or
perform the particular obligation, the Licensee shall have served on the
Regulator notice to the effect that it is unable by reason of Force Majeure
(the nature of which shall be specified in the notice) to observe or perform
the particular obligation (the nature of which shall also be specified in the
notice); or

(f) if, and to the extent that, the obligation may be observed or performed
notwithstanding the Force Majeure event.

10.3 Remedy of the Force Majeure event
The Licensee shall:

(a} Immediately use all reasonable endeavors to remedy the Force Majeure
event;

(b) serve notice on the Regulator of the Force Majeure event and the likely
effect of the event as soon as reasonably practicable after it becomes
aware of the event: and

(c) serve notice on the Regulator, as soon as possible after the Force Majeure
event shall have been remedied, to the effect that the event has been
remedied and the Licensee has resumed, or is then able to resume, the
observance or performance of the obligation.

11. Governing law

This Licensee shall be governed by and construed in accordance with any other
laws, (current and future} of the Republic of Vanuatu.
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